NHdopMaLms 06 0OCHOBHbIX BAAaX MOLUEHHUYeCTBa

B HacTosillee BpemMs Hambonee pacrnpocTpaHeHHbIM CNOCO60M COBEPLLEHUS
NpecTynieHniA B fJaHHON cdepe ABNAETCH XULleHMEe C 6AHKOBCKUX KapT rpaxpiaH,
Korga 3/710yMbILWIEHHUKN M0 TeneoHy MpeAcTaBnsoTCA COTPYAHMKAMU CnyxXo6
6e30MacHOCTM pasIMYHbIX 6aHKOB M NOJ Pas/MYHbIMU MpeAnoraMmy noayyarT oT
MoTepreBLLMX HOMep 6aHKOBCKON KapTbl, kog CVV (3 yugpbl Ha 06paTHON CTOPOHE
KapTbl), a TakKe naponu, npmxoamsline no SMS, Heobxoaumble A48 MPOBeLEHMS
(pMHAHCOBbIX OMNepayuil.

3ayacTyto noTepneBlUMe, HAXOAACb MO BAUSHUMEM MOLUEHHWKOB, Camu
CHUMatOT eHbrM, B TOM 4Yucie OopMIAIOT Ha Cebs KpeauTbl, U NepeBOAAT UX Ha
abOHEHTCKMe HOMepa 1IN CYEeTa, YKa3aHHbIe 3/10yMbILLIEHHKaMW.

TakXXe 3M10yMbILWNEHHUKN MOrYT COOOLWMUTL NOTEPNEBLUMM O HEOO6XOAMMOCTH
YCTaHOBNEHNS Ha CMapT(oH, KOMMbIOTEP WM MNAHLIET Pa3/IMYHbLIX Nporpamm
(«Anydesk», «Quick support», «Teamviever» u fp.), BblgaBad nUx, B TOM 4uUcC/e, 3a
aHTUBUPYCHbIE, MO3BOMIAOWMX MOLUEHHUKAM [AMCTAHUMOHHO, T.e. YAa/IEHHbIM
[OCTYMOM, YNpaBnaTb CMapTPOHOM, HOYTOYKOM WX MIaHWeETOM W, Kak CNnefcTBue,
OCYLLECTBNIATb OHMIANH MepeBOAbl OT WMEHU MOTeprneBLWNX Yepe3 WX JIMYHBIRA
KabuHeT.

B xoge TeneoOHHbIX pPas3roBOPOB MOLLUEHHUKM MOTYyT COOOWMTL Baluu
nepcoHabHble faHHble: PO, aaTy poXKAeHUA, NacrnopTHble AaHHbIE, a TaKXkKe Jaxe
nocnefHue onepauuy no Bawmnm cyetam. Kpome TOro, npecTynHWKWU, WUCMOMb3ys
BO3MOXXHOCTU IP-TenethoHUKN, MOTYT OCYLLECTBNATb 3BOHKM C aBOHEHTCKNX HOMEPOB,
CXOXUX WAN  WAEHTUYHBIX OfumumasbHbiM  HOMepam 06aHKOB, YKa3aHHbIM Ha
06OpPOTHON CTOPOHE KapT, WX MPaBOOXPAHUTENIbHbIX OPraHoB, B TOM 4ucCne
nonmumn.

YT06bI He cTaTb XKepTBOM MOAOOHbLIX NPECTYNIEHNI HEOOXOAMMO NOMHUTL, YTO
HacToAWwMe COTPYAHMKM 6GaHKOB HUKOrAa He 3BOHAT K/AMEHTaM W He npocaTt
COOOWMNTL UM KaKyt-Mb0 MH(OpMaLMIo, Kacalowyrcs KakK WX MepcoHasbHbIX
[AaHHbIX, TaK N 6aHKOBCKOIN KapTbl. HW Npu Kakmx 06CTOATENbCTBAX He pasriawlanTe
HUKOMY, BK/OYas COTPYLHUKOB 6aHKOB, Maposin Ha NpoBefeHne onepauuia. Maponb
Ana BXoga B cuctemy «baHk OHnaiH» 370 Bawla nM4yHas KOH(UAeHLManbHas
MH(opMaums. Takxe, He B KOeM C/lydae He CTOMT ycTaHaB/ivMBaTb MO Mpocbbe
HEM3BECTHbIX UL, Kakune-nnbo npunoXxeHns (MporpaMmbl).

VHble cnocobbl MOLLIEHHNYECTBA, COBEPLLEHHbIE ANCTAHLMOHHBIM CNOCOBOM.

C ucnonb3oBaHWEM CETU VIHTEPHET:

L lMyTtem nonyyeHns npegonnatbl B pasmepe Ao 100% 3a ToBap wam ycnyry c
MOMOLLbIO CO3[aHNA «OAHOAHEBHbIX» WHTEPHET-Mara3MHOB W CaliTOB-ABOMHUKOB; C
ncnosnb3oBaHveM VIHTepHeT-NIoWaaoK no npofgaxe ToBapoB W ycnyr (canThbl
«ABUTO», «KOna» 1 Ap.); B coumnasbHbIX CeTAX «B KOHTakTe», «OAHOKNACCHUKN» U
T.4.

Mpexae 4em 3akasaTb ToBap B VIHTepHeTe nouyMTalmTe OT3bIBbl HA PasHbIX
catax O [AaHHOM WHTEepHeT-marasuHe WM BUPTYya/lbHOM NpoAaBue, B Cydvae
HaMums Bbl Cpasy OOHapyXXuTe OTpuLaTte/ibHble OT3bIBbl, OTCYTCTBME OT3bIBOB O
BbIGpAHHOM BaMW WHTEpPHeT-mMarasviHe TOBOPUT O KOPOTKOM Nepuofe ero
CYLLLeCTBOBaHMA.

BHUMaTeNbHO YMTainTe Ha3BaHUS VIHTepHeT-MarasuHa uan opraHusaunm rae Bbl



nnaHupyeTe NPUoGpPecTn Kakme-nnbo ToBapbl, B TOM YMCNe MOKYMKa 6uieTos Ha BCe
BUAbI TpaHcMopTa, onsara ycnyr n Kpegutos. Tem cambiM Bbl 136eXute canToB-
KnoHoB. CrapaiiTecb n3beratb MOKynky ToBapa no npegonnare. Ecnv ueHa ToBapa
ropasfo HWKe LeHbl B 00bIYHbIX PO3HUYHbIX MarasuHax, Tak U B APYTUX UHTEPHeT-
marasuMHax, Mbo Ha pblHKe B LefIoM (Hanpumep, Npuv npojaxe aBTOMALUWHBI MO
3aHMXXEHHOW CTOMMOCTK), 3TO MOBOJ HACTOPOXKMTLCA.

2 [yTtem nony4veHuss uHGopMaumm OT fiMua, PasMecTUBLLETO O0ObAB/EHME O
Npofaxe Kakoro-nMbo ToBapa, O MOJIHbIX PeKBM3MTaX ero 6GaHKOBCKOW KapTbl
(Homep, cpok geincteus, AaHHble gepxatens, CVC-kog), AKoObl, C LeNblo BHECEHUS
npegonnartbl, C MOCNeLYIOWNM XULLEHVEM C Hee [EHEeXHbIX CPefCTB, WCMO/b3ys
MolyyYeHHble JaHHbIe.

He coobuwainte HeM3BeCTHOMY Kakyk-mb0o MHMOpMaLnio, KacatoLyrocs
6aHKOBCKOM KapTbl - 4151 OCYLLLeCTB/IEHUS NepeBoja TpebyeTcs TONbKO HOMEP KapTbl,
NGO NPMBA3AHHbIA K HEW aBOHEHTCKUIA HOMeP. Hu npu Kakux 06CTOATENbCTBAX He
coobLainTe Naposin Ha NpoBefeHne onepaymnin. Maponb ana Bxoaa B cucTeMy «baHk
OHnaiH» 3TOo Balla IMYHas KoH(uaeHLManbHasa nHpopmaums.

1 C ncnonb3oBaHWEM CCbINOK B CeTU «VIHTEpPHeT», nepeHanpaBislOWUX Ha
«UWINHTOBbIe»  (NOAAeNbHbIE)  CalTbl,  MNPeLOCTaB/IEHHbIX  MOLLUEHHUKaMU
noTepreBIMM NpPW Onjarte ToBapa, Pa3MeLeHHOro Ha cahtax «ABUTO», «HOna» wu
APYrux, a TaKxe npu NOKyrnke »/a n aBnabunetos, 6UNeTOB B KNHOTeATPbI.

He nepexoanTte No NpUCiaHHbIM HE3HAKOMbIMU 1ML @MU CCbINIKaM U He BBOAUTE
[aHHble CBOMX 6AHKOBCKUX KapT.

£ B3/70M CcTpaHuL Mofb3oBaTeNein B COUMaNbHbIX CETAX, B OCHOBHOM
«BKoHTaKTe» N «OAHOKMNACHUKM», U PacCbl/ika COOOLLEHNI «ApYy3bsiM» OT UMEHWU
[AHHOr0 NoNb30BaTeNs ¢ NPocbOoi OA0MKNUTL [eHer, KOTOpPble HY)XHO MepPeBecTn Ha
yKa3aHHble abOHEHTCKMe HoMepa UM 6aHKOBCKUE KapTbl.

Mpexzae Yem OCYLLECTBUTbL MepeBOf MO3BOHWUTE CBOEMY ApYry, OT KOTOpPOro
MPULLINO CO0BLLEHNME, N YTOUHUTE MH(OPMALMIO.

5. TlyTeM nonyyYeHUs [eHEXHbIX CPeACcTB OT MOTEpPneBlMX Mpu, SKOObI,
BHECEHMM CTaBOK Ha (DOHAOBbIX U UHbIX GMpPXKax.

MpexXae 4Yem BHOCUTb [EeHbMM MOYUTaTe OT3bIBbl HA Pas3/INYHbIX calTax B
VHTepHeTe, y3HalTe K OPUCANKLMN KaKOW CTPaHbl OTHOCUTCS AesATe/IbHOCTb AaHHOM
opraHu3auuu, a Takke 03HaKOMbTECh C MpaBuIaMu U YCIOBUAMU ee AeaTeNbHOCTMU.

C uCcnonb3oBaHMEM CpPeACcTB COTOBOM CBSI3W MYyTEM COOOLWEHMSA rpaxjaHam
3aBefOMO JI0XKHOW MH(opMaLmK:

£ O HapyweHuM UX  OAM3KUMU  POACTBEHHUKAMW  [eWCTBYHOLLEro
3aKoHogaTenbcTBa (coseplleHvie ATl NpUUYMHEHWE TeneCHbIX MOBPEXAEHNIA,
XpaHeHne HapKOTUKOB W T.M.), C UeNbl nepejayy MNOTEPNEBLUMMU  [LEHEXHbIX
CPeACTB uepe3 MOCPEeLHUKOB, NM60 MNepeBOf WX Yepe3 TepMUHasbl OMnatbl A
paspeLleHns CNoXKMBLUENCs cutyaumn. Npu aTOM MOLUEHHWKW CTaparoTcs AepxxaTtb
«KepTBY» BCerfa Ha CBf3W, C Le/bl0 UCKIYEHUA Kakux-nnbo AelcTBUin C ee
CTOPOHbI MO NPOBEPKE MH(opMaLuN.

Heo6xoa1MM0 nepe3BOHUTb Ha U3BECTHble aOOHEHTCKME HOMepa LY, KOTOPbIM
NpeAcTaBnseTca 3M10YMbIWIEHHWK, /IM60 POACTBEHHMKAM, C LENbH BbIACHEHUS
[JEeNCTBUTENIBHOCTU  MPOM30oLWeAWwnX CcoobITUiA. TlonpocuTb  3BOHALLEro Has3BaTb



Kakne-nmbo faHHble nniua, KOoTopbiM OH npeacTaBnsetcs (P.M.0., gata poxaeHus,
MECTO XXWUTeNbCTBA, [JaHHble POACTBEHHMUKOB, KaKNe-1n60 (aKTbl U3 XKU3HW 1 T.A.).

2 O BO3MOXHOCTM TONyYeHMS] KOMIMEHcauuy 3a paHee MNpPUOGPETEHHbIe
HEKaYyeCTBEHHbIe TOBapbl WM OKa3aHHble YCNyru, [ANns 4Yero HeobXoAMMO
MepeuncInTbL onpeaeneHHbI MPOLEHT OT NoaratoLLeincs CyMMmbI.

CneflyeT 3HaTb, UTO pa3/iMyHble KOMMEHCALMMU BbINJAYMBAKOTCS TpaKaaHaMm
TONbKO NPU UX NMMYHOM NUCbMEHHOM 06pallleH!M B COOTBETCTBYHOLLME OpraHu3aLivu.
Hu1Kakne NpoLeHTbI 3a BbIMaTy KOMMeHcaUuidi He ynaauymBatoTCs.

2 $Ko6bl, M3 NOMAVKAVHUKKA UK 6OMbHULBI, O TOM, YTO Y Bac mnnm y Bawmx
POACTBEHHWKOB O0OHAPYXXWUMW CTPALLHbIA AMarHo3; U 4T0Obl BbINEUATb 6OME3Hb
HEeo6X0AMMO NepeBecTy AeHbI 3a leKapCTBa.

Heo6xoaMMO NMOMHMTb, UTO HAcTOSALLMIA Bpay HUKOrAa He OyAeT 3BOHWUTL Bam
Mo TenegoHy 1 coobLlaTh O «CTPALLIHOM AMArHo3e» WUAM NpocUTb NepeBecTy AeHbIN
3a NleKapcTBa.

£. C npocb060i KynnuTb MPOAYKTbI, CXPTHOE, LUBEThbl U T.N., 4OCTaBUTb UX MO
yKazaHHOMY afpecy, a MomyTHO MepeyncinTb [AeHeXHble CPeAcTBa Ha TeneqoH, C
3aBEPEHVEM, UTO [ieHbI M BEPHYT MO NPMOLITUIO Ha afpec 3aKazumka.

Ecnu Bbl UCNOMHSIeTE Kakoe-nnMbo mnopy4yeHnel no TenegoHy, AOCTaBnsieTe
3aKasbl, TO HEe C/efyeT MepeBOAUTb [eHbMM Ha He3HaKoMble Tened)oHbl, CHavana
[0CTaBbTe TOBAP MO HA3HAYEHUIO 1 HA MECTe OMNpeeNMTeCh C 3aKa3UNKOM.

Kpome AMCTAHLMOHHbBIX MOLLUEHHWYECTB FpaXK[aHe CTaHOBATCS XXepTBamu U
KOHTAKTHbIX MOLLEHHUYECTB, COBEPLUEHHbIX MOJ BUAOM COLMa/bHbIX PaGOTHUKOB,
COTPYAHUKOB pa3fMyHbIX OpraHu3aumii (ropras, ropceeT, [MeHCUOHHbIV (hOHA,
MeANLMHCKNE paboOTHUKK 1 T.4.). MpeanoraMn MoryT 6bITb: CPOYHbIA 06GMEH AEHer,
Hal6aBKN K MEeHCKMW, NpPoBepKa ra3oBoro Wiy BOASHOr0 060pyA0OBaHMS, nepepacyeT
KBapTNnaThbl, NpemMun BeTepaHaMm, npogaxa BAL0B, MeAULMHCKUX NPUGOPOB MW
APYrX pPasfMyHbIX TOBAPOB MO /bFOTHbIM LeHaM W T.n. OCHOBHas Lenb
3710YMbILLNEHHWUKOB - Y3HaTb, Ffle XPaHATCA AeHeXHble CPeACcTBa «KepTBbl», Nocne
Yero OTBMeYb €8 BHMUMaHWE M COBEPLUNTb MX XULleHMe. Takxke NpeasoroM Moxet
OblTb raflaHne, CHATUE AKOObI HA/IOXKEHHOI Nopuwn, ucleneHne oT 3a6oNeBaHNIA.

Kak noHsTb 06MaH:

- 06 06MeHe AEHeXHbIX CPeACcTB UM NPOBEAEHNN KaKnX-NMbo pedopMm 3apaHee
byneT coobLaTbes B pa3nnuHbix CMI (TeneBnaeHune, paano, neyatHole nsgaHus), B
OTAeNeHnsaX 6aHKOB, YUPeXAeHUsIX COLManbHOW MOMUTUKKU, NMEHCUOHHOTO (hoHaa U
T.0.

- Y3HaTb, YTO 3a OpraHU3aUMi0 NPeaCcTaBAAT NpULLefLLne 1, NO3BOHMB Ty[a,
y3HaTb, €CTb /1M TaM Takue COTPYAHWKMA W MNPOBOAUTCS N 06X0J [OMOB MO
0603Ha4YeHHOMY BOMPOCY; NONPOCUTbL NPeabsBUTb YA0CTOBEPEHNE;

- YBEIOMUTb POACTBEHHMKOB (KenaTeflbHO NMOMNPOCUTL NOAbEXATb);

- No3BaTb coceaei;

- NO3BOHMTb 3aKPenneHHOMY CoLManbHOMY PaBoTHUKY;

- He CTOMT MOKyMNaTb Y HEU3BECTHbIX HUKAKUX NeKapCTBEHHbIX NpenapaTos,
rasoaHasM3aTopoB, CYETYMKOB, (WULTPOB [ANS BOAbl, XO3AMCTBEHHbIX TOBAPOB,
MEANLIMHCKMX NPUGOPOB U T.M.



